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CIPHER

Counterintelligence Penetration Hazard Evaluation and Recognition

A great deal of very sensitive information resides on a very wide collection of computer networks.
This information ranges from personal credit card information to nuclear weapons design. Typically
this information is heavily protected, and likewise, highly sought after by various illicit groups. These
groups use a wide variety of means to gain access to this sensitive data. These means can be broadly
classified into three areas, unsophisticated, semi-sophisticated, and highly sophisticated attacks. The
problem posed by this unsophisticated type of attack is well in hand. The semi-sophisticated attack can
often be identified through a wide range of anomaly detection techniques. However, the sophisticated
attackers understand how intrusion detection and firewall software work, and use methods that will not
raise concerns in either system. Currently, there is no way to prevent this type of “low and slow”
attack, or to even recognize when it occurs, until now.

Cipher analyzes activity against valuable organizational assets, not merely at network packet statistics.
We have demonstrated CIPHER using 1 million suspect records that occur daily on the ORNL
networks.
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CIPHER allows us to quickly finding potential “low and slow” intrusion attacks from sophisticated
attackers.

POC: Thomas E. Potok, Ph.D.

Oak Ridge National Laboratory

P.O. Box 2008, Oak Ridge, TN 37831-6415
Phone/Email: 865-574-0834/potokte@ornl.gov

UT-BATTELLE




