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Network intrusion detection Clustering-based intrusion detection
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Figure 2. Hierarchical clustering. Figure 3. Partitional clustering. Figure 4. Anomalies in red circles.

Figure 1. Worm spread after 30 min. www.caida.org Figure 2. Computer incidents report.
 Group unlabeled samples into clusters
* Unsupervised methods based on similarities
« Supervised methods « Attacks are deviation from 'normal’ clusters

 Detect known and unknown attacks

Software Data Clustering Steps Algorithms

K-means
 Fast and easy to implement
 Partition data into clusters

Pattern Representation
(extract information)]
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Figure 5. Cluto software for data clustering. (normallzatlon: feature SeleCt|0n)‘| o -
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Figure 8. Kimeans clustering.
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l * Fuzzy C-means, SOMs

Grouping or clustering

Figure 6. Matlab programming language. Figure 7. Basic steps for data clustering
Test Data Results )

« Kddcup 19991 Bar plot
+ Samples = 9,200 « Shows the detection rate, false —
 Features = 80 alarm rate, and time for different
« 'Attacks’ patterns = 2% number of clusters
« DoS and Probe attacks « K= number of clusters
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