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Purpose

* Increase cyber security and protection

* |[dentify possible cyber attacks as they occur
« Examine Universal Serial Bus (USB) exploits
 Create attack graph of USB exploit

« Explore event logs and registry data

* Investigate theoretical proactive design

Cyber Security
* Maintaining confidentiality, availability and access of
iInformation
* [dentifying legitimate
« Users
* Requests
« Tasks
* Preserving information integrity
* Mending network vulnerabilities

Cyber Protection
* Growing need as fraudulent activity increases
 Affecting industries dependent on

« Networks
« Computer Systems
* Internet
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Attack Graphs

« Communicate information about threats
* Display combinations of vulnerabilities

Splunk

« Analyzes/monitors IT infrastructure
* Records and indexes data &g

* Show vulnerabillities as vertices « Logs

» Express hierarchical constraints via edges « Configurations
« Scripts

USB EprOitS e Alerts

« Take milliseconds to initiate (in and out) « Messages

» Collect confidential documents Fig. 3. Splunk

« Send worm through network

« Execute applications automatically

« Easy to develop, retrieve and unleash
« Qccur unknowingly

« Operates In real-time
« Search, navigate, graph and report data

Theoretical Proactive Design

« All computers/nodes on network use Splunk

« Splunk’s additional behavior configurations stem from
attack graphs

 Attack graphs designed for all known exploits
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Fig. 4. Proactive Digital Forensic Design

Splunk with Attack Graphs

» Targets specific attacks paths

 Allows unlimited attack types

* Provides systematic and
proactive approach

System log: Event 1D 12

Fig. 1. USB exploit attack graph

Event logs and Regqist
« Standard on Windows L
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* Implement design on test network
* Run trial exploit
* Research and prepare other exploits/attacks

* |dentifies operations and information
« Essential for Attack Graph
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