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Securing United States cyber infrastructure is
critical
Everyone has access to infrastructure
« Individual / personal
* Institutions
- Public
- Private
» Hackers attack infrastructure
- Steal
- Damage
- Destroy
* Remote Intrusion Detection (RID) can be
advantageous

» Observe rootkits effect on computer
performance

« ldentify RID techniques

« Implement techniques in virtual
environment

Resources

» D400 Fedora Core 11 Virtual Machine
» Oracle Virtualbox

« Intel Pentium 4 HT processor

* Rootkit
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 Gain understanding
- Rootkits
- D400 Substation Gateway
- Intrusion Detection
« Install and observe operation

- D400 Fedora Core 11 Virtual
Machine

- Oracle Virtualbox
* Collect timing information
- Obtain program code
- Insert detour code
- Collect execution time data
- Analyze data
- Record results
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Figure 1. Screenshot of Virtualbox virtual machine setup RE

Figure 2. Zoom in of login screen of
Fedora Core used as virtual test
environment

on host machine
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F|ure 3\ creenshot of exuttlme gathering ConCI usion
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Figure 4. Zoom in of timing information in
seconds, nanoseconds, and clock ticks

» Created execution time collection code  Continuing research needed
» Performed initial timing tests  Successfully conducted initial timing tests on clean
+ ldentified Linux rootkits relavant to D400 machine
device  Baseline execution time can be established
* ldentified system calls targeted most by » Gathered data can be used for later comparisons

Linux rootkits against compromised machines
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